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Acceptable Usage Policy for Digital Devices

1 Introduction

Abbey Grange Church of England Academy (“The Academy”) may grant a licence to use iPads
(“Digital Devices”) to staff and student for the purpose of: offering access to a vast amount of
information and tools to enhance and transform learning (“the Purpose”).

This policy outlines the acceptable use of the Academy’s Digital Devices. The Digital Devices are
provided and maintained for the benefit of the whole Academy community, and you are encouraged
to use and enjoy these resources, and help to ensure they remain available to all. Remember that
inappropriate use will result in disciplinary sanctions.

The Academy'’s staff and students are expected to have regard to this policy at all times to protect its
Digital Devices from unauthorised access and harm.

2 Scope

This policy covers all students attending the Academy and all staff, including part-time and fixed-term
employees (collectively known as “staff” in this policy). All parents and guardians signing this policy
on behalf of students agree that they will have overall responsibility for ensuring safe and appropriate
use of the Digital Device and compliance with this policy, including use of the Digital Device through
wireless Internet connections at the student’s home.

3 Equipment

Equipment covers ‘Any digital device’ used on the school premises, whether school
owned or personal.

All staff and students agree:

e not to do anything damaging, disabling, or otherwise harming the operation of Digital Devices,
or intentionally wasting resources that puts your work at risk, and will cut short your time with
the Academy’s Digital Devices and may result in charges;

e toonly use the Academy’s Digital Devices for the Purpose;

e attempting activities such as buying or selling goods, using personal email accounts, using
social media sites (other than in relation to the Purpose) and accessing non-educational
websites (which will be determined in the Academy’s sole discretion) are inappropriate and
prohibited;

e in the case of Digital Devices running Microsoft Windows, to have full anti-virus and anti-
spyware software installed at all times before connecting to the Academy network;

e to protect the Digital Devices from spillages by eating or drinking well away from any Digital
Devices;

o to take due care to protect the Digital Devices from damage;

e you must not use mobile network whilst in the Academy, this will be viewed as a deliberate act
to avoid filtering put in place by the Academy



e in the case of mobile Digital Devices, that they are responsible for ensuring that all work is
backed up on a daily basis by both means provided by the Academy (‘foldr’) and through
device specifics means, such as iCloud on the iPads;

o f they wish to use the Internet at home, that they will be responsible for arranging their own
internet connection, however all traffic will be passed through the Academy’s filtering,
meaning that the access granted may differ from other personal devices within the household.
The Academy provides full, filtered Internet access throughout the Academy

e to use Digital Devices appropriately at all times, whether at home or at the Academy. The
Academy reserves the right to examine devices at any time;

e students and staff may use the iPads owned by the Academy and will automatically be
connected to the Academy’s wireless infrastructure. Staff and students may also use the
computers provided by the Academy;

e not to use personal digital devices, including mobile phones, within the school buildings,
classroom and corridors or anywhere within the school premises during lesson times in
accordance with our mobile phone policy and at the discretion of the class teacher or in a
designated area.

4 iPads- Background

The iPads provided for the students at Abbey Grange Church of England Academy are provided
under usage conditions, as defined in this Digital Device Policy). The iPad will be entrusted to
parents/guardians who will be overall responsible for the iPad and will be granted a lenience to loan
the same to their student child on receipt of a signed copy of this Digital Device Policy. For the
avoidance of doubt, the iPad shall at all times remain the property of the Academy and the student is
only permitted to use the iPad for the ‘Purpose’. The primary ‘Purpose’ of the iPads is as a tool for
learning.

5 Academy Control and Applications

All the iPads within the Academy are controlled through our in house Mobile Device Management
system. At no point should you remove the management profiles from the devices or install
subsequent profiles, without prior written permission from the Academy. Any attempt to do so will
result in the iPad been confiscated pending an investigation.

As part of the Mobile Device Management the App Store is removed to prevent the installation of
non-authorised apps and apps that may distract from the purpose. All apps needed on the iPad
will automatically be pushed to the device as and when needed. If an app develops a fault or one
doesn’t download pupils are required to see a member of the Digital Services team or a Star Tech
at the Digital Abbey Bar.

iPad rules:

The iPad should only be used for tasks appropriate to lessons or learning activities.

e Each iPad will be recorded and logged to an individual student with a unique reference
number.

e The Academy’s iPads must have a lock code enabled.



The iPad is covered under the Academy’s insurance for damage and theft only. The iPad
Rules must be followed as a condition of the insurance.

The iPad MUST be in a rugged case at all times. You may only use an alternative case to
the one provided by the Academy if you have sought permission first. If the iPad is used
without a cover then it may result in confiscation until collected from the Digital Abbey Bar
with an appropriate cover. Not having your Academy iPad within an appropriate case will
result in any insurance claim being invalidated (see “Damage/Theft/Loss/Insurance”
section below.

The Academy reserves the right to check all iPads for any breach of the rules.

The allowed web browser, Safari, must not be entered into “Privacy Mode”. Whilst all
internet traffic is logged, we wish to promote a transparent approach.

The student will:

share their iPad pass code with their parents/guardians and permit them access to review
work, read school newsletters and oversee the safe and proper use of the device;

ensure that there is enough free space on their iPad to store any work that they may be
asked to do;

bring their iPad into the Academy each morning fully charged and ready for use in lessons
Parents/guardians agree that they will ensure that Digital Devices are charged overnight; (if
the iPad is not brought into school, or isn’'t charged, a spare will not be provided and will
resort in the issuing of an organisational comment.

store the iPad in their bag/locker securely and in a suitable iPad case (as per above) that
fully protects the screen and hand their iPad to the teacher when leaving the classroom
during a lesson, unless otherwise instructed by the teacher;

place the iPad in a recognised secure place (such as a locker) should the student need to
leave it unattended;

back up work using the ‘foldr’ app into their user area so staff and students can access
their work;

report the damage, loss or theft of the iPad to the Academy within 7 days (further details
below);

report the theft of the iPad to the police within 24 hours, if an iPad is lost or stolen, and
obtain an incident number.

The student will not:

Use the iPad outside the main building without permission from a member of teaching
staff;

Use the iPad during break and lunch times without permission from a member of teaching
staff.

Use the iPad in a public place, as this increases the chances of theft;

Leave the iPad unattended in school (unless it is held in a secure place), in a public place
or in plain sight within any vehicle.



6 End of Lease - Returning iPads

At the end of the lease period, as specified by the Academy, you must return the iPad along with
all peripherals* that came in the box in good working condition. You must report any damage to
the Academy no later than one week before the specified return date.

*Peripherals means both the charging block and lightning cable.
7 Charges and Excesses

e Any accidental damage or theft* is covered by insurance. You must notify a member of the
Digital Services team (Academy staff or Star Techs), this will be processed and, if this is
the first instance, will not incur a charge. If you report the damage after the specified
amount of time a charge may be incurred.

e The first instance of damage or theft that is successfully claimed, per user, will have nil
excess to pay. Any subsequent claims against a single user during the entirety of the lease
period will result in a charge of £50 excess.

e Any damage that is not reported to the Academy before return of the device and is found

later upon inspection will incur a charge that will be a reasonable contribution towards the
loss of resale value as specified by the lease company.

e If you lose any peripherals before the return date you must replace them with authentic
Apple peripherals. If you return an iPad without the required peripherals you will incur a
charge as specified by the Academy upto the full resale value of authentic Apple
peripherals

e If you return an iPad that is “bricked” and therefore cannot be accessed (this is software
damage normally caused by attempted jailbreaks) this will incur a charge of the full value
of the iPad.

o There will be a charge (at the discretion of the Academy) up to the full value of a
replacement iPad if it is lost or wilfully damaged; and in the event of loss parents may
attempt to redeem compensation/replacement through their own home, or travel insurance
if appropriate.

*theft is defined by the insurance company as the device being stolen by the use of force or threat of force
- other circumstance may not be covered, this is at the discretion of the insurance company

8 Device Protection

You will be expected to ensure that the device is suitably protected. We will provide you with a
case. If you lose/damage/choose not to use this case, then you will be expected to use an
alternative which meets the conditions above. Before use of a third party case, it must be
inspected by a staff member of the Digital Services Team (not student Star Tech) to ensure
compliance with the terms set by the insurance company. Using a third party case without
inspection will invalidate insurance claims against the device and result in a charge.

Failure to adequately protect a device may result in the device being removed.



9 Damage/Theft/Loss/Insurance

The Academy iPads remain the property of the Academy during the full term of the lease and as
such any hardware/software defects must be reported to the Digital Services team within the
Academy and not a third party, including Apple. Any dealings in relation to hardware/software
defects with third parties, including the insurance provider/Apple/lease provider will be carried out
by the Academy.

You may, however, seek guidance in how to use the iPads from third parties, but note this will also
be provided by the Academy.

In the event of losing an Academy Digital Device, you must first report this to the Digital Services
team. The Digital Services team will assist and advise in finding the iPad. If after a period of 10
working days from the initial report the iPad is still lost, you will be liable for the full gross cost of a
replacement device. You mustn’t purchase one privately and bring that to the Academy.

In the event of a theft of a Digital Device, you must first report this to the police and obtain an
incident number. This theft must then be reported to the Academy within 7 days of the incident
occurring, during which time details will be taken as they will be passed on to the insurer. Certain
conditions must be met to validate the claim, therefore the details you provide us with are key. If
you fail to report the theft within the designated time frame, you provide false information or the
claim isn’'t validated from the details you provide, you will be liable for the full price of a
replacement device as described above.

In the event of accidental damage to the device it must be reported to the Digital Services team
within seven days of the incident occurring, this will then be reported to the insurance company
and a replacement iPad organised. While these iPads are the Academy’s, we expect them to be
treated with the same respect you would treat your own device. Persistent damage caused to your
iPad will result in the privilege been withdrawn for an unspecified period of time, at the discretion
of the Academy.

If an incident occurs during a school holiday, you must first complete an incident form on the
Digital Abbey website. After which, we will be in contact to arrange a time for the device to be
delivered to the Academy.

10 Security and Privacy

All staff and students agree:
e to protect work by keeping passwords confidential and changing it on a regular basis (no
less than once every 6 months);
e 1o never use someone else’s login name or password, or allow your login name or
password to be used by anyone else;
e to always be wary about revealing your home address, telephone number, Academy
name, or picture to people you meet on the Internet;
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that other computer users should be respected and should not be harassed, harmed,
offended or insulted;

to protect yourself and the systems, you should respect the security of the Digital Devices;
attempting to bypass or alter the settings may put you or your work at risk;

to treat computer storage areas like Academy lockers. Digital Services staff, along with the
Academy’s ICT team may review your files and communications to ensure that you are
using the system responsibly. Concerns will be reported to SLT as a matter of routine;

to ensure that the lock activates automatically after a short period of time when any Digital
Device is not in use;

if the Digital Device is left unattended, to ensure that the device lock is activated; and to
notify the Academy immediately if the Digital Device becomes lost or stolen;

and follow any other rules set out in the Academy’s eSafety Policy.

Internet

All staff and students agree to follow the rules set out in the Academy’s Acceptable Use Policy,
available on request or via the Digital Abbey website or Academy website. All internet access,
whether within the Academy or at home will be filtered as per the Multi Academy Trust’s
guidelines.

Email (in line e-safety and BYOD policies)

Staff and students agree:

to be polite and appreciate that other users might have different views from your own. The
use of strong language, swearing or aggressive behaviour is as anti-social on the Internet
as it is on the street;

to not send abusive, obscene, discriminatory, racist, harassing, derogatory or defamatory
emails. Anyone who feels that they have been harassed or bullied, or are offended by
material received in an email should inform the Abbey Managers immediately;

to return wrongly-delivered emails to the sender;

to take care with the content of email messages, as incorrect or improper statements can
give rise to claims for discrimination, harassment, defamation, breach of confidentiality or
breach of contract. You should assume that email messages may be read by others and
not include anything which would offend or embarrass any reader, or themselves, if it
found its way into the public domain;

to only open attachments to emails if they come from someone you already know and
trust. Attachments can contain viruses or other programs that could harm the security and
safety of the Academy network. If you are aware that any attachment contains a virus, you
should notify the IT Support Team immediately;

if you receive an email containing material of a violent, dangerous, racist, or inappropriate
content, to always report such messages to an Abbey Manager.

The sending or receiving of an email containing content likely to be unsuitable for Academies is
strictly forbidden.



In general, staff and students should not:

e send or forward emails which they would not want a third party to read;

e send or forward chain mail, junk mail, cartoons, jokes or gossip;

e contribute to system congestion by sending trivial messages or unnecessarily copying or
forwarding emails;

e agree to terms, enter into contractual commitments or make representations by email
unless authority has been obtained. A name typed at the end of an e-mail is a signature in
the same way as a name written at the end of a letter;

e download or e-mail text, music and other content on the internet subject to copyright
protection, unless it is clear that the owner of such works allows this;

e send messages from another user’s Digital Device or under an assumed name unless
authorised; or

e send confidential messages via email or the internet, or by other means of external
communication which are known not to be secure.

12 Data Protection

Staff and students using Digital Devices must be particularly vigilant about use and take any
precautions required by the Academy from time to time against importing viruses or
compromising the security of the Digital Device. Emails are likely to contain information that are
confidential to the Academy and/or subject to data protection legislation. Such information must
be treated with extreme care.

13 Personal Use

We recognise that staff and students occasionally may desire to use the Digital Devices for
personal activities outside school hours. We authorise such occasional use so long as it does not
contravene Academy eSafety guidelines or Acceptable Use Policy (a copy of both are available on
request), does not interfere with the ‘Purpose’ and has the permission of the ‘Academy’. However
personal use can only take place on the apps provided and no additional apps will be permitted.

14 Return of Digital Devices

If you cease to be a member of staff or a student of the Academy you agree to return the

Digital Device to the Academy immediately. If you misuse, breach or fail to comply with any term
of this policy or any other school rules, the Academy may require you to return the Digital Device
immediately.

15 Monitoring

The Academy may monitor the use of emails, social media sites and internet access on the Digital
Devices to ensure compliance with this policy. As a result, there is no explicit right of privacy when
using the Digital Devices. However, the Academy will only carry out detailed monitoring reviews



where there is sufficient evidence to suggest that further investigation is required; this may be as a
result of a complaint or a request by a teacher or other member of staff.

16  Changes

The Academy reserves the right to make changes to this policy from time to time. Any changes
made to this policy in the future will be, where appropriate, notified to you. In any case the latest
version will be held on the Academies website and this will be the version that will be in force.

17 Digital Resources

Abbey Grange Academy reserves the right to the use and distribution, as deemed appropriate, to
any and all digital resources that are created for, but not limited to, use on the Academy Devices.



Acceptable Usage Policy for Digital Devices

Agreement:

Please read the Acceptable Usage Policy carefully. Only once it has been signed and returned will
access be permitted fo the academy’s Digital Devices. Any breach of this policy may result in
access to the Digital Devices being denied and you may be subject to disciplinary action.

Addlitional action may be taken by the Academy in line with the current policy regarding student
behaviour relating Digital Devices. Where appropriate, police may be involved and/or other legal
action taken.

| have read and understand the above and agree to use the Academy’s Digital Devices in
accordance with this policy. | understand that the Academy has no responsibility for any other
personal portable digital communication devices brought into Academy and | am responsible for
such device (in which case, the Academy recommends that you take out your own policies of
insurance). | further agree to return any Digital Device loaned to me by the Academy before
leaving the Academy or on request; namely the iPad and its associated parts.

This is a contractual agreement that MUST be signed before the issue of any Digital Devices from
Abbey Grange Church of England Academy. In signing this policy you agree to abide by and will
be held accountable to the conditions within.

NaAME Of StUACNE: e e s

DA .

NaMe Of PArENT OF CAMBI: ..ottt e e e e e e e,

SIgnature: (PAreNt / CArer)  ..oeeee s

Signature: (STUAENT)



